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INTRODUCTION

Reliability is engineered, not hoped for

RabbitMQ powers everything from microservices to 0T and mission-critical financial platforms. Even the
most robust broker, though, runs into a small set of recurring operational pitfalls. Troubleshooting them
efficiently, and preempting them entirely, is what keeps downtime low, data intact, and the business running.

This guide distills the ten failure patterns we see most across enterprise RabbitMQ estates. For each one
you get the symptoms to recognize, the root cause, and a concrete fix you can act on. A quick-reference
table and a set of operational practices follow, so the whole guide doubles as a checklist for a cluster review.

HOW TO USE THIS GUIDE

Read top to bottom for a primer, or jump to a pattern by number. Each fix is written to be actionable by an on-
call engineer. Where a specific setting matters, it is named inline so you can search your own configuration
for it.

Every pattern closes with the AceMQ perspective: how we handle it on the clusters we manage.

What is inside

Split-brain and network partitions in clusters

Performance degradation from real-time antivirus scanning
Resource contention on virtual machines

Wrong queue type for the workload

High latency from unacknowledged messages

Connection and channel churn or leaks

Message backlog and flow control triggers

Poor visibility into cluster health

. Misconfigured HA policies or mirroring

10. Improperly tuned network and heartbeat settings
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PATTERN 01

Split-Brain and Network Partitions in Clusters

Symptoms. The management Ul reports a network partition, nodes each believe they are authoritative, and
queue state diverges. On heal you see message loss, duplication, or nodes refusing to rejoin.

Root cause. The Erlang distribution link between nodes drops across sites, availability zones, or cloud
regions. Classic mirrored queues make the divergence worse because each side keeps accepting writes.

The fix

Run pause_minority partition handling in production so the minority side pauses and only the majority keeps
serving traffic. Standardize on quorum queues, which use Raft consensus and tolerate a minority failure
without diverging.

e Set cluster_partition_handling to pause_minority. Avoid ignore mode in production.

e Deploy an odd node count (3 or 5) spread across independent failure domains.

e Keep the inter-node distribution link on a low-latency, reliable network.

e Favor quorum queues for every high-availability workload.

THE ACEMQ PERSPECTIVE

An odd-node topology across zones plus quorum queues eliminates most partition-related data loss. We
validate cluster_partition_handling on every cluster we manage.

PATTERN 02

Performance Degradation from Real-Time Antivirus Scanning

Symptoms. Unexplained I/O spikes, node slowdowns, and elevated disk latency, most often on Windows
or hardened corporate servers with no matching change in traffic.

Root cause. Endpoint antivirus or EDR agents scan the RabbitMQ data directory in real time: the Mnesia
store, the message store, and the quorum queue write-ahead log and segment files. The result is high 1/0
and file locks that throttle the node.

The fix
Exclude the RabbitMQ data directories from real-time antivirus and EDR scanning. This one change
frequently restores throughput on its own.

e Exclude the node data directory, message store, quorum WAL and segment files, and logs.

e On Linux the data directory is typically /var/lib/rabbitmg/mnesia. On Windows it sits under %APPDATA%\
RabbitMQ.

e Confirm the real path with rabbitmg-diagnostics status before writing the exclusion.

THE ACEMQ PERSPECTIVE

This is one of the most common mystery-latency root causes we find on-premises. A five-minute exclusion
change often recovers lost throughput.
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PATTERN 03

Resource Contention on Virtual Machines

Symptoms. Unpredictable latency, queue stalls, and occasional node restarts. CPU steal time is high and
disk latency spikes under load.

Root cause. Nodes share CPU, memory, or disk 1/0 with noisy-neighbor workloads on an oversubscribed
hypervisor or shared storage. The Erlang scheduler is starved of the resources it needs.

The fix

Give each node reserved, dedicated resources and keep it off contended hosts and shared spindles.

e Pin dedicated CPU cores and reserve memory for every VM running a node.
e Prefer local SSD or NVMe for the data directory rather than shared storage.
e Monitor CPU steal time, disk await, and memory pressure, not just averages.
e Keep cluster nodes on separate physical hosts.

THE ACEMQ PERSPECTIVE

We size vCPU and RAM to sustained publish and consume rates and confirm scheduler headroom under
peak, not average, load.

PATTERN 04

Wrong Queue Type for the Workload

Symptoms. Classic queues become unstable under high churn or large backlogs, and failover behavior is
unpredictable. Nodes may crash under heavy load.

Root cause. Classic queues, especially legacy mirrored ones, were not built for durable high availability at
scale. Classic mirrored queues are deprecated.
The fix

Standardize on quorum queues for durability and predictable failover. Use streams where you need high-
throughput fan-out or message replay.

e Move durable, high-availability workloads to quorum queues (Raft consensus).

e Enable publisher confirms and consumer acknowledgements for data safety.

e Set a delivery-limit and a dead-letter exchange so poison messages do not loop.

e Reserve classic queues for transient, non-replicated traffic only.

THE ACEMQ PERSPECTIVE

We run classic-to-quorum migrations with zero or minimal downtime and validate that your clients support
publisher confirms before the cutover.

PATTERN 05
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High Latency from Unacknowledged Messages

Symptoms. The unacked count in the Ul climbs, memory rises, and a queue looks stuck even though
consumers are connected. You may also see redelivery storms.

Root cause. Consumers use manual acknowledgement but do not ack, or ack slowly. Unbounded prefetch
lets a single consumer hoard messages in flight, and a crashed consumer holds its unacked messages until
the channel closes.

The fix

Bound how many messages a consumer can hold, acknowledge promptly, and route poison messages
away so they cannot loop forever.

e Set a sensible per-consumer prefetch (basic.qos prefetch_count). Start low, around 10 to 50, then tune.
Acknowledge after successful processing. Prefer manual acks with confirms over autoack for durability.
Set consumer_timeout to match real processing time so long jobs are not force-closed.

Send repeatedly redelivered messages to a dead-letter exchange with a delivery-limit.
Monitor unacked counts and alert on sustained growth.

THE ACEMQ PERSPECTIVE

Prefetch tuning is the single highest-leverage change we make for the queue is stuck but the consumers look
healthy ticket.

PATTERN 06

Connection and Channel Churn or Leaks

Symptoms. Connection and channel counts climb steadily, file descriptors and Erlang processes run out,
and new clients cannot connect. You may see connection_forced or too_many_channels errors and what
looks like a slow memory leak.

Root cause. Applications open a new connection or channel per message or per request instead of reusing
long-lived connections with a pool of channels. Missing automatic recovery leaves orphaned connections
behind.

The fix

Use a small number of long-lived connections with pooled channels, and cap what a single client can
consume.

e Reuse long-lived connections. Never open and close a connection per publish.

e Use one channel per thread or consumer from a bounded channel pool.

e Set channel_max and monitor connection, channel, and file-descriptor counts.

e Enable automatic connection recovery in your client libraries.

THE ACEMQ PERSPECTIVE

Connection churn regularly masquerades as a RabbitMQ memory leak. We trace it to the client side and
standardize a pooled-connection pattern that ends the growth.
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PATTERN 07

Message Backlog and Flow Control Triggers

Symptoms. Publishers are throttled or blocked, upstream pipelines time out, and connections enter a flow
state. Queues grow faster than they drain.

Root cause. Consumers cannot keep pace, or a memory or disk high-watermark alarm fires and RabbitMQ
applies back-pressure to protect the node.
The fix

Keep queues short by matching consumer capacity to publish rate, and tune the resource thresholds to your
host.

e Scale consumers and use competing consumers to drain queues quickly.

e Tune vm_memory_high watermark and disk_free_limit to the actual host, and alert on alarm state.

e Apply max-length or TTL policies, and consider on-disk behavior for very large backlogs.

THE ACEMQ PERSPECTIVE

Flow control is RabbitMQ protecting itself. The fix is consumer capacity and correct alarm thresholds, never
disabling back-pressure.

PATTERN 08

Poor Visibility into Cluster Health

Symptoms. Incidents surface only when customers report them. There is no baseline, and the team is blind
to queue depth, memory, and partition status until something breaks.

Root cause. There is no metrics pipeline or alerting, and the team relies on the management Ul for a real-
time-only view.

The fix

Stand up a proper observability pipeline and alert on trends before thresholds are breached.

e Deploy the Prometheus plugin with Grafana, or a managed equivalent.

e Track queue depth, unacked, publish and deliver rates, node memory and disk, file descriptors,
connection and channel counts, and partition status.

e Alert on trends, and retain history for capacity planning.

THE ACEMQ PERSPECTIVE

We deploy a standard RabbitMQ Grafana dashboard and alert set during onboarding so problems surface
before they page anyone.
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PATTERN 09

Misconfigured HA Policies or Mirroring

Symptoms. Failover is inconsistent, synchronization lags, and data can be lost on failover. Over-mirroring
strains resources, and deprecated-feature warnings appear.

Root cause. The cluster still relies on classic mirrored queues and automatic mirroring policies, or ha-mode
policies are applied too broadly.

The fix

Retire classic mirroring and move high availability to quorum queues, with explicit and tested policies.

Migrate high-availability queues to quorum queues.

Define targeted policies instead of blanket mirroring.

Test failover regularly and monitor Raft and synchronization state.

Plan removal of any remaining mirrored-queue policies on modern RabbitMQ.

THE ACEMQ PERSPECTIVE

Classic mirrored queues are at the end of the road. Our migration playbook moves you to quorum queues
with failover validated before sign-off.

PATTERN 10

Improperly Tuned Network and Heartbeat Settings

Symptoms. False-positive node and connection failures, spurious partitions in cloud or WAN deployments,
and connections dropped under otherwise normal load.

Root cause. Default heartbeat, TCP timeout, and Erlang distribution settings are not matched to higher-
latency cloud or wide-area links.

The fix

Calibrate heartbeat, TCP, and distribution settings to the real network profile so normal jitter is not read as a
failure.

Set heartbeat intervals appropriate to the environment, longer for WAN and cloud.

Tune tcp_listen_options such as keepalive and buffer sizes.

Adjust the Erlang net_ticktime so transient latency does not trigger a partition.

Keep node clocks in sync with NTP, and validate under real network conditions.

THE ACEMQ PERSPECTIVE

We calibrate net_ticktime and heartbeats to the actual link profile so ordinary cloud jitter never masquerades
as a node failure.
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AT A GLANCE

All ten patterns on one page

Use this as a rapid triage aid during an incident or a cluster review. Match the symptom, then apply the core
fix and read the full pattern above for detail.

FAILURE PATTERN PRIMARY SYMPTOM CORE FIX

1. Split-brain / partitions Ul shows a partition; nodes diverge, pause_minority plus quorum queues

message loss on heal

2. Antivirus scanning 1/0 spikes and node slowdowns on

hardened servers

3. VM resource contention Latency swings, stalls, high CPU steal

time

4. Wrong queue type Classic queues unstable under churn or

backlog

across an odd node count

Exclude RabbitMQ data directories from
AV and EDR

Pin CPU and RAM; local SSD; separate
hosts

Standardize on quorum queues; confirms
and acks

5. Unacknowledged
messages

Unacked climbs; queue stuck though
consumers connected

Set prefetch; ack promptly; dead-letter
with delivery-limit

6. Connection /| channel Counts climb; file descriptors and
churn processes exhausted

Long-lived connections; pooled channels;
channel_max

Scale consumers; tune watermark and
disk thresholds

7. Backlog / flow control Publishers throttled; upstream timeouts

8. Poor visibility Incidents found only when customers Prometheus and Grafana; alert on trends

report them

9. HA | mirroring misconfig Inconsistent failover; sync lag; data loss Retire classic mirroring; move HA to

quorum queues

10. Network | heartbeat
tuning

False node failures; spurious cloud
partitions

Tune heartbeat, tcp_listen_options,
net_ticktime

OPERATIONAL PRACTICES

Five habits that prevent most incidents

The patterns above are failure modes. These practices are the routine discipline that keeps you out of them
in the first place.

Back up configuration and definitions. Keep cluster configuration and user and vhost definitions backed
up so disaster recovery is fast and repeatable.

Test at scale. Simulate real traffic and failure scenarios in a pre-production environment to catch issues
before they reach production.
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Keep RabbitMQ and Erlang patched. Apply security and feature updates on a schedule, and always
validate them in staging first. Where a version is past end of support, a CVE-patched extended build keeps
you covered without a rushed upgrade.

Manage HA and queue policy explicitly. Define targeted, tested policies rather than blanket mirroring,
and standardize on quorum queues for durability.

Document every change. Track configuration and topology changes in your infrastructure-as-code
repository for reproducibility and clean rollback.

WHERE ACEMQ FITS

AceMQ is the world's only Broadcom-authorized Tanzu RabbitMQ Managed Services Provider. Broadcom
are the product experts. We are the production experts: architecture reviews, performance tuning, cluster
migrations, and 24/7 SLA-backed support.

Our delivery model is screen-share only. We take no system access and store no client data, which is why
security-sensitive teams in finance, government, and healthcare are comfortable bringing us into production.

Facing a live incident, planning a classic-to-quorum migration, or want a second opinion on your
architecture? That is exactly the work we do every day.

Talk to AceMQ

AceMQ, an ace8 company

66 W. Flagler St., 9th Floor, Miami, FL 33130

305-204-2607 - info@acemqg.com - acemg.com

Advanced RabbitMQ troubleshooting, incident resolution, migration, and clustering excellence.
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